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1. Executive Summary

1.1 Executive Overview

The core component named .NET 6, which is working as a core system of the
Krungsriconsumer.com website was upgraded to the newer version to solve multiple issues.
Since the system was enhanced with the core upgrade, the system is required to ensure that
there is no severe vulnerability found including security-related configuration by the proof of
security assessments. This report is a penetration testing report developed to expose all
findings to related parties and those core-upgrade-related vulnerabilities must be ultimately
mitigated before go-live.

1.2 Summary Results

During the assessment, the tester discovered 4 low-severity issues in the system. By the

way, the findings are not results from the upgrade of the component but from another layer

of the system. So, the findings will be treated as BAU issues which will not block the go-live

process of the application.

In the worst case scenario, the most notable vulnerability could result in the following

consequences:

- An attacker intercepts and read data from insecure configuration of the HTTP banner
and security headers.

- An attacker performs vulnerabilities in outdated software to cause information
disclosure and service interruptions.

- An attacker may gather useful information from insecure configuration which could lead
to further attack in the future.

2. Technical Summary

2.1 Technical Summary

There are 4 low-severity issues found during the assessment. All of them are not related to
the .NET upgrade components but one of them is application related issues.

The findings named “Vulnerable JavaScript Dependency” is the application-related issue
which requires application team to plan and upgrade to the newer supported version. The
upgrade of these dependencies requires testing in both regression test and unit test to
ensure that all functionalities are working properly.

The remaining three issues relate to middleware configuration. A list of HTTP banners that
contain server’s information like IS version, ASP.NET in used are required to remove from
the HTTP response. The ‘Secure’ flag for all session cookies is required to be set. And
multiple security headers especially specified within the IT Security Requirements are
needed to be properly configured.
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2.2 Technical Impact
The summary of the major vulnerabilities is as follows:

1. General Information Disclosure
The system running the application was configured with insecure practice or missing
required components such as HSTS header that enforces the application to only support
secure channel for sensitive data transmission.

2. Potential Cross-Site Scripting Attacks
The list of third-party libraries is being used by the application. Multiple Cross-Site
Scripting from the outdated version may be exploited and results in session hijack or
identity thief.

2.3Scope of Work

The scope of penetration test for KSC .NET 6 Upgrade project is to discover all kinds of
security vulnerabilities and security misconfigurations in .NET 6 core components in the real
implementation of the application. This assessment was performed with total effort of 2
man-days without source code review. The targets below are considered as targets in scope.

1) Uat.krungsriconsumer.com
2) Non-prod.krungsriconsumer.com

Testing Approach: Grey-box without credential. The tester was only provided with firewall
connectivity to the targets.

Testing environment: UAT

2.4 Technical Risk Assessment

The risk calculation uses 5 X 5 matrix which the result of the risk was calculated from the
multiplication of likelihood level and impact level. If there is no likelihood or no impact, the
rating ‘information’ may be used.

Risk Formula

Risk Level = Likelihood x Impact

Risk Criteria and Level of Risk
] Likelihood Level

Risk Value 1 2 3 2 5

5 High High Critical Critical E Urgent/
8 — (5) (10) (15) (20) mereency
8 o (25)

Q
E - 4 Medium High High Critical Critical
(4) (8) (12) (16) (20)
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3 Low Medium High High Critical
(3) (6) (9) (12) (15)
2 Low Low Medium High High
(2) (4) (6) (8) (10)
1 Very Low Low Low Medium High
(1) (2) (3) (4) (5)
CVSS Score
CVSssS:3.1/

The CVSS score is calculated by using the official website from NVD. Fore more information,

please see the link below.
NVD - CVSS v3 Calculator (nist.gov)

2.5 Table of Findings

No. | Finding Name Affected System/URL Risk Page

1 | Information Disclosure https://uat.krungsriconsumer.com Low
via HTTP Banners https://non-prod.krungsriconsumer.com

2 | Vulnerable JavaScript https://non-prod.krungsriconsumer.com Low
Dependency

3 | Cookie Without Secure https://non-prod.krungsriconsumer.com Low
Flag

4 | Missing Security Headers | https://uat.krungsriconsumer.com Low

Confidential Document



https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator

Report 202306002 — Penetration Test for KSC .NET 6 Upgrade v.0.1 )
Responsible: Nipon Taikham \ krungsrl

Document class: Confidential

A member of (¢) MUFG, a global financial group

3. Detailed Analysis

3.1Information Disclosure via HTTP Banners

3.1.1 Description

The server’s information such as Microsoft IS version, specific name of technology in use, and
other server-related information can be retrieved by simply observing HTTP responses.
Successful attacks of these findings help an attacker to gather useful information which
ultimately exploit in later stage of their attacks.

Affected Hosts:

https://uat.krungsriconsumer.com

https://non-prod.krungsriconsumer.com

3.1.2 Steps to Reproduce

By using the inspect mode of any web browser or, in this case, web proxy interception, an
attacker can gather information of the targets.

1) https://uat.krungsriconsumer.com

When accessing the URL, “https://uat.krungsriconsumer.com”, below HTTP response can be

gathered from web proxy interception tool. Please note that the version of IIS can be found from
the HTTP response.

a: =
Response

Pretty Raw Hex Render =1 \n =

1 HTTP/L1l.l 200 OE
2 Content-Type: text/html
% Last-Modified: Tues, 13 Jun 2023 04:37:49 GUT
Aecept-Ranges: bytes
ETag: "95d3ceEceb08ddal:0"
. _— .

Server: Microscft-IIS/B8.5
- X-POWeEred-By: ASP.NET
S Date: Wed, 14 Jun 2023 10:09:28 GMT
17 Connecticn: close
11 Content-Length: 1597

13 < !'doctype htmls>
14 =html lang="en">

Even using the ‘Inspect’ mode for the Firefox browser or similar browser, the HTTP response can
be found as shown below.
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] Q B hitps;//uat krungsriconsumer.com w @ E ) g =
TAA) A
/'
krungsri
ngent
NSVAS ADUGUILDS
vonsvladsulsos:uuionsd
| o P oo
wowendonnlawalaglkius:anSnwaodu
v
¥ O inspector [ Console [ Debugger T4 Network {} Style Editor () Performance 4 Memory [ Storage ¢ Accessibility §8 Application 92 ] - X
1] I+ Q © Al HIML (S5 JS XHR Fonts Images Media WS Other [JDisableCache Mo Throttlings ¥
Status  Method Domain File Initiator Type Transferred Size [l Headers Cookies Request Response Cache Timings  Security
30 document hml cached Block Resend
e GET & cdnjsdelivr.net bootstrap.min.css stylesheet html  CORS Failed 0B accept-ranges: bytes A
_ _ ) jed, 14 Jun 2023 10:20:03 GMT
200 JNE: satkiungsric... favicon.i Faviconloaderjs.. html sched 50 kE ‘
x-powered-by: ASP.NET
* Request Headers (744 B) Raw
Accept: text/html,application/xhtml+xml application/xmi:q=0.9,image/avitimage/webp, /=08
oding: gzip, deflate, br
(® 3requests 3.19kB/186Btransferred | Finish: 1375 DOMContentloaded: 730ms | load: 22145 Accept-Language: en-US.emg=0.5 v

2)

https://non-prod.krungsriconsumer.com

The HTTP response from the URL, “https://non-prod.krungsriconsumer.com”, shows that the
header “Server: Microsoft-11S/10.0” discloses the version of the IIS and “X-Powered-By: ASP.NET”
discloses the web technology in use.

Response
Pretty Raw Hex Render
1 HTTF/1.1 200 OK
2 Date: Wed, 14 Jun Z0Z3 10:17:12 GUT
3 Content-Type: text/html; charset=utf-g
Conpnection: close=

. Server: Microsoft-I1I13/10.0 I

otrict-lTransport-securlty: max-age=2592000
¥-Powered-By: ASP.NET
Content-Length: 147430

7 <!DOCTYPE html>

<html lang="en">
<head>
<meta http-esquiv="Content-Type"™ content="text/html
<meta name="viewport" content="width=device-width,

a- -
=1 \n =

charset=UTF-8" />
initial-scale=1.0" />

B
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Using the “Inspect” mode from Chrome web browser also shows the information as shown in
the screenshot below.

&« C 0 & non-prod krungsriconsumer.com 2 % *» 0O 2
P krungsri I @] Elements Network » | @3415 B1 | &
el Constimer Q = o 0 () Disable cache No throttling ¥
e =

o

Filter () Invert [ Hide data URLs

All - Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other

(J Has blocked cookies () Blocked Requests [ 3rd-party requests

wainfiu Demo

Name | X Headers Preview Response Initistor Timing Cookies
Hi! How can we help you? O fa.. mer/media/KSC/favicon.png
Oc. Request Method: GET
Status Code: ® 200 0K (from disk cache)

Remote Address: 10.68.144.6:443

Qllansouna Referrer Policy: strict-origin-uhen-cross-origin
£ ’

B pr— ﬂ'mum v Response Headers View source
WwalvIuUNNU(Q
I

wolrarudua

@ miuauulau Messenger Content-Type: image/png
Date: Wed, 14 Jun 2023 10:13:04 GMT
ETag: "1d903a%94e2be5c4"”

Last-Modified: Tue, 29 Nov 2022 04:16:08 GfT

@ 1#ouaviworinnWEINAUIST Server: Microsoft-115/10.0

— - XPowered By ASP LEL

3.1.3 Solution/Mitigation

It is recommended to remove the server’s information from the HTTP response to prevent
unnecessary headers in the production environment.

For the IIS, these steps can be used to mitigate the findings.

1) X-Powered-By Header

The HTTP header "X-Powered-By" reveals the version of IIS being used on the server. This can be
disabled by:

1.1 Open the IIS Manager.

1.2 Select the website that Secret Server is running under.

1.3 Select "HTTP Response Headers".

1.4 Select the "X-Powered-By" HTTP Header and select "Remove".
2) Server Header

2.1 Open the IIS Manager.

2.2 Select the website that Secret Server is running under.

2.3 Select "Configuration Editor".

2.4 Navigate to "system.webServer/security/requestFiltering" then set the value of the
key "removeServerVariable" to "True".
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For more information, please see this link.

https://techcommunity.microsoft.com/t5/iis-support-blog/remove-unwanted-http-
response-headers/ba-p/369710

3.1.4 Risk Calculation

Overall Risk: Low

Risk Formula

Risk Level = Likelihood x Impact

Risk Criteria and Level of Risk
) Likelihood Level
Risk Value 1 > 3 2 5
5 High High Critical Critical Critical
(5) (10) (15) (20) (25)
_ 4 Medium High High Critical Critical
o (4) (8) (12) (16) (20)
3
° 3 Low Medium High High Critical
g (3) (6) (9) (12) (15)
- 5 Low Low | Medium | High High
(2) (4) (6) (8) (10)
1 Low Low Low Medium High
(1) (2) (3) (4) (5)
CVSS Score
CVSS:3.1 N/A
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3.2 Vulnerable JavaScript Dependency
3.2.1 Description

The vulnerable version of dependencies which are bootstrap and jQuery in use. The use of third-
party JavaScript libraries can introduce a range of DOM-based vulnerabilities. Successful attacks
of these findings help an attacker to hijack user account like the exploitation of DOM-based
Cross Site Scripting.

Affected Hosts:

https://non-prod.krungsriconsumer.com

3.2.2 Steps to Reproduce

When accessing some well-known files for the JavaScript libraries such as “jquery.min.js”, and
“bootstrap.min.js”, returns the version of the libraries in use.

For example, by accessing this URL then using a web proxy interception tool to observe the
result, the following screenshot can be obtained.

1) URL: https://non-prod.krungsriconsumer.com/js/ksc/jquery.min.js

Response
Pretty Raw Hex Rende =1 \n =

1 HTTR/1.1l ZD0 2K

2 Date: Wed, 14 Jun Z0Z3 08:21:39 GMNT
Content-Type: application/javascript
Content-Length: 95933
Connection: close
Last-Modified: Wed, Z3 Feb Z0IZIZ 03:21:12 GMT
Aocept-Ranges: bytes
ETag: "ldBZEBE4EBS5LTIhdA"
¢ Server: Microsoft-II13/10.0
10 Strict-Transport-Security: max-—-age=2592000

¥-Powered-By: ASP.NET

1 o o L

oo

;Llf*! hQuery wvil.11.2 | hc] 2005, 2014 jQuery Foundation, Inc. | Jjguerv.ordg
flicense %/
14 'functionia,b){
"object"==typeof module&&"ockhject"==typeocf module.exports?module.
exports=a.document ?b (a, '0) : functionia) {
ifi{'a.document)throw new Error|
"jQuery requires a window with a document'™);
recurn bia)

}
tbia)
}

The above screenshot shows that the jQuery version 1.11.2 which contains at least a Cross-Site
Scripting vulnerability is in use within the application.

2) URL: https://non-prod.krungsriconsumer.com/js/ksc/bootstrap.min.js
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Response

Pretty Raw Hex Rende =1 \n =
1 HTTP/Ll.l Z00 OK

2 Date: Wed, 14 Jun Z0Z3 08:Z4:14 GHT

3 Content-Type: application/javascript

4 Content-Length: 48952

Connection: close

Last-Modified: Wed, 23 Feb Z02Z 03:21:12 GMT
Aocept-Ranges: bytes

ETag: "ldAdBZB&e4E£85abhig"

49 Server: Microscoft-IIS/10.0

10 S3trict-Transport-Security: max-—-age=2592000
11 ¥-Powered-Bv: ASP.NET

o

13 |/ *!
I * Bootstrap v4.0.0 hhttps:ffgetbontstrap.cnm]
15 T Lopyright JUL1-2Ul8 The Bootstrap Authors |
https://github. com/twbhs/hootstrap/graphs/contributors)
16 * Licensed under MIT |
https://github.com/twbs/bootstrap/blob/master/LICENSE)
17 *f
12 'functionit,e=){
"ohject"==typecf exportsi&undefined" '=typect module?e (exports, require
[("Jquery™) Eequire ("popper.js") ) r"funccion"==typeof defineLidefine. amd
?define | ["exports", "Jguery", "popper.js"] e} te(t.bootstrap={
by
t.jlusry, t.Fopper)

1

The above result indicates that the Bootstrap version 4.0.0. This version of the library contains
three Cross-Site Scripting vulnerabilities.

3.2.3 Solution/Mitigation

It is recommended to upgrade the libraries to be the latest version, especially on the production
environment.

For .Net environment, upgrading the packages via NuGet Package Manager is recommended.
For more information, please see this link.

NuGet Gallery | bootstrap 5.3.0

NuGet Gallery | jQuery 3.7.0

3.2.4 Risk Calculation

Overall Risk: Low

Risk Formula

Risk Level = Likelihood x Impact

Risk Criteria and Level of Risk
Likelihood Level
2 | 3 | a4 5

Risk Value ‘
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5 High High Critical Critical Critical
(5) (10) (15) (20) (25)
_ a Medium High High Critical Critical
g (4) (8) (12) (16) (20)
3
© 3 Low Medium High High Critical
g (3) (6) (9) (12) (15)
- 5 Low Low | Medium | High High
(2) (4) (6) (8) (10)
1 Low Low Low Medium High
(1) (2) (3) (4) (5)
CVSS Score
CVSS:3.1 N/A
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3.3 Cookie Without Secure Flag

3.3.1 Description

The ‘Secure’ flag is set to enforce that the browser will not submit the cookie in any requests
that are used an unencrypted HTTP connection. The Secure flag should be set on all cookies that
are used for transmitting sensitive data over HTTPS channel to prevent cookie-hijacking-related

issues.

Affected Cookies:

.AspNetCore.Antiforgery.zRiataXIOAs

.AspNetCore.Mvc.CookieTempDataProvider

Affected Hosts:

https://non-prod.krungsriconsumer.com

3.3.2 Steps to Reproduce

URL: https://non-prod.krungsriconsumer.com/career-form?s=1924

QO 8 htt krungsriconsumer.com.

P krungsri
w consumer usudla:wusia: N WUNSVAS ADUBUILDS

|-

KRUNGSRI CONSUMER > SoU0UAUISY > duntomilasu > CAREER FORM

Suf

PERMANENT IT, TELECOM & INTERNET NSVINWY - WSS 3

uvuwasuauAsu

go* uwana*

SYSTEM ANALYST (CRM APPLICATION PLATFORM)

In this sample, when accessing a page “Career Form” of the website, the HTTP returns with a
new pair of cookies being set from the server side. By the way, an attacker can be observed from
the HTTP response that the two cookies are not properly set with ‘Secure’ flag.

Confidential Document



https://non-prod.krungsriconsumer.com/career-form?s=1924

Report 202306002 — Penetration Test for KSC .NET 6 Upgrade v.0.1
Responsible: Nipon Taikham
Document class: Confidential

krungsri

"Ys\ Consumer

A member of () MUFG, a global financial group

Response

Pretty Raw Hex Render = L

1 HTTP/1.1 200 OK

2 Date: Thu, 15 Jun Z0Z3 0Z:08:18 GMT

3 Content-Type: text/html; charset=utf-8

4 Connection: close

5 Cache-Control: no-cache, no-store

¢ Pragma: no-cache

Server: Microsoft-I1I1I5/10.0
Strict-Transport-Security: max-age=2592000

+|Set-Cookie: .AspNetCore.Antiforgery.zRiataXIOAs=

CfDJB8ByUdr8_ gBpCuGNOGLjwHF fmAd4wA-X0dgmQgWYkprWiZR_BnWSvDJELMIc-tNMge4p
rflz2nHEE9NFOFGGVLzdKfqeys-sr_ KwfpcMdohhSulB8JGEOAWKX1Inn jtBz7vUQncylTqP
IvPGWOHVE_r4o; path=/; samesite=strict; httponly

10 |Set-Cookie: .AspNetCore.Mvc.CookieTempDataProvider=

CfDJBByUdr8 gBpCuGNOGLjwHFdShZJeBuvgQbttEnhYaUttgA rkInKNZnglzWQiTtyf J
CURT_Z4XHe8gsit70aQu-KGzCwIlegWXIH-FcN3xgi7GLLERALKOrO07TkvVhswhYCHnS yoK
MEsQCVK1jPDY94sUT3hMNA4NbtuaKHbXb1l2; path=/; samesite=lax; httponly

11 X-Frame-oOptions: SANEORIGIN
12 X-Powered-By: ASP.NET
13 Content-Length: 34889¢

15 <!'DOCTYPE html>
16 <html lang="en">

The above result indicates that the Bootstrap version 4.0.0. This version of the library contains
three Cross-Site Scripting vulnerabilities.

3.3.3 Solution/Mitigation

The secure flag should be set on all cookies that are used for transmitting sensitive data when
accessing content over HTTPS. If cookies are used to transmit session tokens, then areas of the
application that are accessed over HTTPS should employ their own session handling mechanism,
and the session tokens used should never be transmitted over unencrypted communications.

To enable the ‘Secure’ flag in IIS, edit the web.config file for the URL Rewrite method.

<system.webServer>

<rewrite>
<outboundRules>

<rule name="Use only secure cookies" preCondition="Unsecured cookie">
<match serverVariable="RESPONSE SET COOKIE" pattern=".*" negate="false" />
<action type="Rewrite" value="{R:0}; secure" />

</rule>

<preConditions>
<preCondition name="Unsecured cookie">

<add input="{RESPONSE SET COOKIE}" pattern="." />
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<add input="{RESPONSE SET COOKIE}" pattern="; secure" negate="true" />
</preCondition>
</preConditions>
</outboundRules>

</rewrite>

</system.webServer>

For more information, please see this link.

https://cwe.mitre.org/data/definitions/614.html

How to Setting the Secure and HTTPOnly flags on the JSESSIONID cookie in 11S? - Microsoft Q&A

3.3.4 Risk Calculation

Overall Risk: Low

Risk Formula

Risk Level = Likelihood x Impact

Risk Criteria and Level of Risk
. Likelihood Level
Risk Value 1 > 3 2 5
5 High High Critical Critical Critical
(5) (10) (15) (20) (25)
_ a Medium High High Critical Critical
o (4) (8) (12) (16) (20)
3
© 3 Low Medium High High Critical
§ (3) (6) (9) (12) (15)
- ) Low Low | Medium | High High
(2) (4) (6) (8) (10)
1 Low Low Low Medium High
(1) (2) (3) (4) (5)
CVSS Score
CVSS:3.1 N/A
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3.4 Missing Security Headers
3.4.1 Description

The list of required security headers is missing from the HTTP response such as Strict-Transport-
Security, Content-Security-Policy, X-Frame-Options, X-XSS-Protection, Cache-Control, and X-
Content-Type-Options. These cookies are serving different purposes in which the impact of
missing those cookies is varied from cookie stealing, Cross-Site Scripting, to information
disclosure.

Affected Hosts:

https://non-prod.krungsriconsumer.com

https://uat.krungsriconsumer.com

3.4.2 Steps to Reproduce

In this sample, when accessing a home page of the website, the HTTP returns with a set of HTTP
headers which lack the required security headers. An attacker can observe the same response
from the HTTP response which may result in further attacks.

1) URL: https://non-prod.krungsriconsumer.com

Pretty Raw Hex Render \n

1|HTTP/1.1 200 OK

Z|Date: Thu, 15 Jun 2023 02:39:47 GMT
Z|Content-Type: text/html; charset=utf-8
4|Connection: close

S|Server: Microsoft-II1IS/10.0
c|Strict-Transport-Security: max-age=2592000
T|X-Powered-By: ASP.NET

“|Content-Length: 147430

Response

10 <'DOCTYPE html>

11 <html lang="en">

12 <head>

13 <meta http-equiv="Content-Type" content="text/html; charset=UTF-8"

Please note that multiple security headers are missing from the captured screenshot.
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2) URL: https://uat.krungsriconsumer.com

The HTTP response shows more headers in this URL but still lacks the required security headers.

Response

Pretty Raw Hex Render & \n =
1 HTTP/1.1 200 OK

2|Content-Type: text/html

i|Last-Modified: Tue, 13 Jun 2023 04:37:49 GMT

4| Accept-Ranges: bytes

S|ETag: "SS5d3ceceb0SddSl:0"

e|Vary: Accept-Encoding

Server: Microsoft-I1I1IS/8.5

| ¥-Powered-By: ASP.NET

S|Date: Thu, 15 Jun 2023 02:34:29 GMT

10| Connection: close

1l|Content-Length: 1587

12| Set-Cookie: KS Cookie APP=
!rkaHDSFlHSE:EHRﬁEdeQotSQZEka:kcitvtalXBBF+gZQﬁbXrCrdEPEYrFiiGEgIAcZ:
ahj4gFcM=; path=/; Httponly; Secure

13| Set-Cookie: K5 Cookie WEB=
!yZElm)BClCFHCEHbJA:s?FDSlldeYuUc+L8Tfkth+SPN3+IHVOr85UYi:AlogEl%nme7
kodpgwuB8=; path=/; Httponly; Secure

15 <!'doctype html>

16 <html lang="en">

17 <head>

18 <meta charset="utf-g">

3.4.3 Solution/Mitigation

The security headers listed below are required to be configured/added into the application.
'X-Content-Type-Options: nosniff'

This header instructs the browsers not to sniff data for MIME type but rely on Content-Type
header.

'X-Frame-Options: SAMEORIGIN'

This header limits the application to only embedded into a frame from the same URL. But if
the application is required to embedded into another website’s frame, the below value can be
used for the specific website. By the way, the ALLOW-FROM options are not supported in all
browsers. In some unsupported browsers may use X-Content-Security-Policy instead.

ALL-FROM https.//www.yyy.com

'X-XSS-Protection: 1; mode=block’
This header prevents the application of Cross-Site Scripting attacks. This header instructs the
browser to stop pages from loading when reflected Cross-Site Scripting attack was detected.
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Content-Security-Policy: default-src 'self' XXX ; object-src 'none’

For this header, make sure that all the required script are added within the XXX position, for
example, if the application needs a script from Cloudflare to make the application running, add
below value to the Content-Security-Policy header.

Default-src ‘self’ https.//cloudflare.com/path-to-your-script; object-src ‘none’

Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

This header instructs the browsers to only access the application using HTTPS. All sensitive
data related application must set this header to ensure that all sensitive data will only be sent
through the secured channel.

Cache-Control: no-cache, no-store, must-revalidate, max-age=0
Pragma: no-cache
Expires: 0

These headers come in a group. The above three lines are required to enable the function of
the cache control. These headers limit the browsers to not store cache into the browser cache
which help to prevent sensitive data disclosure or stored on the browser storage.

For more information, please see this link.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-XSS-Protection

https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control

3.4.4 Risk Calculation

Overall Risk: Low

Risk Formula
Risk Level = Likelihood x Impact

Risk Criteria and Level of Risk
. Likelihood Level
Risk Value 1 > 3 2 5
5 High High Critical Critical Critical
‘g 3 (5) (10) (15) (20) (25)
a >
(V]
E - 4 Medium High High Critical Critical
(4) (8) (12) (16) (20)
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Low Medium High High Critical

(3) (6) (9) (12) (15)

Low Low Medium High High

(2) (4) (6) (8) (10)

Low Low Low Medium High

(1) (2) (3) (4) (5)

CVSS Score
CVSS:3.1 N/A
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4. Appendix

Port Scanning Result for non-prod.krungsriconsumer.com (10.68.144.6)

PORT SERVICE VERSION

443 /tcp ssl/https Microsoft-Azure-Application-Gateway/v2

Port Scanning Result for uat.krungsriconsumer.com (192.168.43.154)

PORT SERVICE VERSION

443 /tcp ssl/http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
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